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Introduction

About ProSystem fx i-Mask

ProSystem fx i-Mask is a Microsoft windows based application. It is used for masking and redacting confidential data from documents like Tax Returns, Health claims, Market Research forms etc.

In this case it’s specifically used for masking Social Security Number and Federal identification number.

The input file can be in pdf or tiff format. The output can be generated in pdf and tiff format after masking the above information.

Wherever the system is not sure the application will show the suspects for verification.

Using asterisk, which can help locate the masked data easily, highlights the masking.

ProSystem fx i-Mask can redact OCR – Printed/Type written data.

ProSystem fx i-Mask is a desktop application and hence no internet connection is required.

OBJECTIVE

The objective of the software is to mask confidential information in the pdf or tiff document.

	Before Masking
	After Masking
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To achieve the objective the user has to go through the following steps:

1.
Selection of input files 

2.
Verification of the documents

3.
Saving the verified documents

4.
Review the masked documents

Getting Started

In order to get started with the application, user first has to install the application on his/her system. 

System Requirements

The minimum configuration required to use this application is as follows: 

	Processor
	Intel Pentium 2.5 GHz or higher

	Operating System
	Microsoft windows 2000 / XP

	Memory
	512 MB or higher

	Hard Disk
	20 GB of hard disk space

	Drive
	CD-ROM Drive

	Display 
	1152 x 864 pixels screen area with 16-bit display adaptor


Launching/Starting an Application

After the successful installation of an application an icon is created on the desktop 

To launch ProSystem fx i-Mask:

Double-click the 
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 icon. A ProSystem fx i-Mask flash screen will be displayed first and then the main application screen.

SELECTION OF INPUT FILES

Click on the Files menu on the menu bar.
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It will display four icons. The functionality of each of the icon is explained below:
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 - File mode Processing icon allows the user to select a single document to be processed.
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 - Clicking on the icon allows the user to select single or multiple batches (Batch mode Processing icon) inside which the files to be processed are kept.
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 - Pending Verification icon allows the user to proceed with pending documents for verifications, left in that root folder.
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  - Options icon allows the user to select different fields for masking, to select different types of output format & different levels of verification.

 
[image: image12.png]


 - Exit icon allows the user to exit the application at any point of time. 

User can process the input files either in batch mode or in file mode.
File mode Processing icon

                     In this mode user can select multiple files or single file for processing. 

To process a single file or multiples files, click on icon shown below and browse to the files and select them (one or multiple files – for multiple files press control button and select them one by one).
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Batch mode Processing icon
To do batch processing, user should browse to the root folder (i.e. a level above the folder which contains input files). Once the root folder is selected the batches to be processed will be displayed on the screen also it is possible to select all the batches together by keeping the Select All Batches option checked.
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To start with the processing the user should click on OK.
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The message will be displayed once the processing starts.

Pending Verification icon

This option allows the user to verify the documents processed previously.
Options icon
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This screen allows the user to set various options

1) Image (input file) Path Selection: 

This option allows user to select a constant path for the input images. Once user set the constant path the application always search that path for the input images while starting the application. 

2) Masking Options
Using this option user has the freedom to select the data he/she wants to be considered for masking.

User can choose as shown below

a) Social Security number

b) Federal Tax ID

c) Name and Address

d) Age and Date of Birth

e) Credit Card

f) Email Id

g) Website

h) Telephone

i) Zip Code

OR 

Any combination.

3) Verification Option:

This option allows the user to set alert messages either page level or document level. If you set page level alert messages will be displayed for each page at the time of navigation in verification. For the document level setting, the alert messages will be displayed once when navigating (one document to another) the documents.

4) Exception Verification Mode:

In this mode we have two options 


a)
Page by Page


b)
Cruise Mode

In Page by page mode application will show all pages for verification whether the page contains exceptions or not.

In Cruise mode the application will show only those page for verification which are having exception, other pages will be skipped. When you select the cruise mode, it shows below message 
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If you press “Yes” then application will verify only exceptions of the documents.

Note: At any point of time user can change the Exception Verification Mode.
5) Output Saving Option:

This option allows the user to set format of output document to be saved as PDF or TIFF

Licensing Option:
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1] Request for new License:

User can request new license by clicking on the Mail Us button on the options or alternatively write us through Email id, iMaskLicensing@WoltersKluwer.com
2) Deactivating Existing License:
By using this option user can either deactivate the current license for the particular (current) computer. To deactivate the exiting license, click on the Deactivate button in the options screen. This will generate DeactivationCode.txt file in the application path. Please attach this file and write to us on this id iMaskLicensing@WoltersKluwer.com for reactivation code. In reply to the eamil user will get reactivation code through email in the attached file, ReActivationCode.txt.

Copy ReActivationCode.txt file in the application path and restart the application. It will prompt the user for new license, Press YES and copy the content (reactivation code) of ReActivationCode.txt file and press OK and restart the application. 

VERIFICATION PROCESS

Once the processing of first file is done it will be displayed on the verification screen for verifying the SSNs masked or left unmasked by the software. 
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Processing of the rest of the files will be going on in the background. 

For larger pdf file the analysis process takes more time. Hence the user should avoid any intervention while the processing of the documents is going on.


[image: image20.png]



When the image is loaded, automatically detected SSNs appear in "Pink" or "Yellow" color.

Pink color zone shows the suspected SSNs and Yellow color zone shows the correct Field.

Pink color zone:

The Pink zones are the suspect ones (these are the ones where the confidence levels is below the threshold) and have to be verified for their correctness. If they are correct, leave the zone intact.

If the Pink zone is not the correct zone, then double-click on that zone, to make it Blue color, then press "Delete" button. After pressing delete button, this zone will not be considered for masking. 

To mask any zone manually on the image:

To mask any zone manually on the image, drag the mouse on the required zone. Now the zone will become "Yellow" and it will be marked for masking similar to the automated process.

The numbers indicated adjacent to the highlighted area indicates the confidence level i.e. the accuracy with which the zone has been identified.
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50% confidence level zone
A square box with confidence level 50 as shown below will be drawn on the image when the application recognize that a location on the image   probably having SSN or Fed Tax ID or any other option which we’ve selected.

It shows a probable location of selected field and by default this zone will not be considered for masking. To mask this zone user has to manually select and drag the box upon nearby SSN or Fed Tax Id. [image: image22.png]50





To start with the verification process the user should select the verification menu on the menu bar.
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The functionality of each of the icons available under verification menus are explained below:

Confidence level shows in what accuracy a zone has been detected for masking.
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 - It allows the user to set the confidence level of a zone. 

By default it is set to 75. So any exceptions having confidence below or equal to 75 will be highlighted in pink color for verification. To change the confidence level delete the current number and write new number then press enter key.
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 - The user can navigate through the exceptions having low confidence level by clicking on the icon on the menu bar.
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 The user can do manual masking or resize the selected zone by selecting the icon. Manual masking can be done by directly dragging on the area to be masked. The resize can be done by double clicking the mouse button on the selected zone
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 The user can remove the selected zone by selecting the icon. Once the selected zone is removed the data will not be consider for masking.
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- The user can navigate between the documents by clicking on these icons.
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 - The user can navigate within the document by selecting any of the four icons.
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 - It allows the user to rotate the document if required.
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  - Allows the user to fit to width or best-fit view of the document and zoom in, zoom out respectively for the documents under verification process.

Best and fastest way to use Imask:

Use F5 & F6 for navigating through pages. Use F9 for next exception. By this user will be able to go through complete document within few seconds.

Which will be very efficient as well as time saving feature of ProSystem fx i-Mask.
FILE SAVING PROCESS

After the verification process is complete the user can save the output to pdf or tiff format.

The saving options are available under verification menu.
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 - It allows the user to save the output in pdf format.
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 - It allows the user to save the output in tiff format.

The output created gets saved in the input path having Masked keyword along with input file name.

REVIEW PROCESS

It is optional facility available in this tool to review the masked images before sending it for next process.

To start with the review process click on 
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 icon available within the review menu on the menu bar
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 - This icon allows the user to open a particular tiff image to be reviewed. Note that masked files are kept with the input file having masked keyword.

Further to proceed with the review process the user should select the verification menu available in review window and can proceed with masking of data if left unmasked.

The reviewed documents overwrite the masked files and create new files in the same path. 

SAMPLE DOCUMENT

Document before Redaction/Masking
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Document after Redaction/Masking
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License Registration

When one downloads the application, the trial version comes with 15 document processing capability. After the evaluation trial is over the user will get the following message. To purchase new license please click on the “Yes” button
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After clicking on “yes” button the following screen will be displayed. 

To request the license through e-mail click on “Mail Us” button. This will open new window please follow through.
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After clicking “Mail Us” button in the above screen the following screen will appear 
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Send this mail to request the license through mail. Before sending mail Please make sure that SendEmail.xml file is attached in the mail.

ProSystem fx i-Mask Support
If you have:

1) Queries on your product

2) Lost your license key

3) Any technical issues

Call at: 

US Toll Free Number : 800-739-9998

Chat                          : http://support.cch.com/chat/taxtechsupport 

FAQS 
1. Restart the batch for any unhandled exception.

2.
How do I select a batch?

Ans: Browse to the path and select the main directory inside which the batches are kept.
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3.
How can I mask a zone manually besides already appeared zones on the image?

Ans: To mask any zone manually besides already appeared zones on the image, click on the icon 
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 then select the region by pressing left mouse key or double click on the opened image and drags the mouse on the required zone. Now the zone will become "Yellow" and it will be considered for masking while exporting the document.


4.
How do I select a single file?

Ans. Clicking on the icon available in the menu bar under files menu allows the user to select a single document for processing.
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5.
How do I verify pending documents?

      
Ans.
The pending documents can be verified by selecting the yellow icon. It loads the document left unverified last time.
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One more situation comes for pending verification that if application is closed without saving the documents then these documents will come for pending verification. To process these pending documents –

1. Start the application.

2. Select same (which is pending) or new batch. Now application will show following message –
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By selecting Yes user can proceed with verification of pending files.

7. Is it possible to process a batch containing tiff image and pdf image?

Ans. Yes it is possible to process a batch containing mix of tiff and pdf image.

8. How do I review a document?

Ans. One can review the documents by clicking on the icon below available within review menu on the menu bar.
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9. Is it possible to recover a zone while reviewing a document?

Ans. It is not possible to recover a zone while reviewing a document. The user will have to go through the entire process if he wants to do so.

10. Where the reviewed, masked documents are stored?

Ans. The masked documents are stored inside the input folder along with the input document. The reviewed documents are also stored inside input folder. After review process new masked file is created, this overwrites the previous masked file. 
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11. What are the processes to be followed to mask a document?

Ans. The user should follow the below processes to mask a document.

· Selection of input files 

· Verification of the documents

· Saving the verified documents

· Review the masked documents

   12. 
After processing will the source file get affected?



Ans.
No the source file will not be affected.

   13.     If user is facing problem during installation then what to do?


Ans. Provide administrator rights to that system before installation.
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